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Communication	technology,	from	phones	to	
Facebook,	has	been	improving	our	lives	for	more	
than	a	century.	As	a	happy	side	effect,	the	
proliferation	of	digital	devices	has	made	life	easier	
for	people	with	hearing	loss.	How	many	of	us	have	
told	someone	recently,	“Instead	of	calling,	why	don’t	
you	just	email	(or	text)	me?”	
However,	along	with	the	benefits,	technology	has	also	
magnified	the	ease	and	speed	of	those	age-old	
practices	of	fraud	and	harassment,	now	known	as	
hacking	and	scamming.	
At	the	Denver	Chapter’s	October	20	meeting,	
program	specialist	Jessica	Krough	of	the	AARP’s	Elder	
Watch	program	reviewed	the	ways	thieves	may	
infiltrate	our	personal	lives	and	try	to	harm	us,	and	
suggested	ways	we	can	protect	ourselves.	
	
Anyone	can	be	a	target	
Despite	the	fact	that	Bill	Gates	is	63	this	year,	as	the	
late	Steve	Jobs	would	have	been,	there	is	a	general	
belief	that	older	people	are	naïve	about	computer	
technology—hence	the	AARP	programs	to	address	
this.	
Jessica	explains	that	no	one,	regardless	of	age	or	
technical	knowledge,	is	immune	to	ever-evolving	
methods	of	stealing	and	misusing	private	
information.	News	reports	constantly	confirm	this.	
“Consumers	of	every	age,	and	at	every	level	of	
technical	expertise,	lack	online	safety	education,”	she	
says.	“For	example,	people	often	click	a	link	or	reply	
to	an	email	without	thinking.”	
In	the	course	of	using	computers	to	go	about	daily	
business,	people	may	provide	publicly	accessible	
information	that	exposes	them	to	fraud.	The	
exposure	may	come	from	online	products	and	

services	that	are	not	protected.	Jessica	notes	that	
laws	and	data	security	standards	often	cannot	keep	
up	with	the	rapid	growth	of	Internet	capabilities	and	
use.	Unfortunately,	often	criminals	are	the	first	to	
notice	security	lapses	and	find	ways	to	exploit	them.	
Individuals	aren’t	the	only	victims	of	harmful	
exposure.	Corporations	and	governments	have	
trouble	staying	ahead	of	hackers.	In	recent	years,	
health	care	providers	have	been	increasingly	
targeted	as	rich	sources	of	personal	information	and	
even	blackmail	(forcing	hospitals,	for	instance,	to	pay	
to	get	their	data	back).	In	2015,	there	were	110	
million	security	incidents	reported	to	the	US	
Department	of	Health	and	Human	Services	(HHS),	
affecting	two-thirds	of	health	care	organizations.		
One	aspect	of	the	problem	is	that	patients	are	sharing	
some	of	the	information	their	doctors	are	trying	to	
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Enjoy technology, but protect your privacy 

Speaker	Jessica	Krough	and	chapter	president	
Bernie	Steinberg	share	a	light	moment.	
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protect.	As	University	of	Colorado	Health	System	
chief	medical	information	officer	C.T.	Lin,	MD,	told	a	
meeting	of	health	care	IT	executives,	“Patients	have	
privacy	rights,	but	they	can	share	their	details	on	
Facebook.”	
	
Dialing	for	dollars	
The	telephone	has	long	been	a	popular	tool	for	
marketing	and	soliciting.	Newer	technology	has	
simply	increased	the	number	of	options,	such	as	
recorded	robocalls,	computer-generated	calls	to	
random	numbers,	and	false	caller	ID	numbers.		
In	most	cases,	unwanted	calls	are	merely	annoying	
solicitations	for	products	or	candidates,	or	opinion	
surveys.	With	traditional	land	lines,	it	was	necessary	
to	answer	the	
call	to	know	
the	caller.	
With	smart	
phones,	the	
incoming	
number	is	
usually	
visible,	and	
the	caller	can	
leave	a	
message.		
“If	it’s	a	
number	that	
you	don’t	
know,	don’t	
answer	it,”	is	
Jessica’s	
advice.		
You	can	also	
place	numbers	on	the	National	Do	Not	Call	Registry	
by	calling	888-382-1222	or	visiting	donotcall.gov.	
Phone	service	providers	also	can	help	block	calls	on	
request.		
Meanwhile,	if	an	unknown	caller,	even	one	from	a	
familiar-sounding	organization,	asks	for	personal	or	
financial	information,	or	announces	a	“special	offer”,	
hang	up	and	call	800-222-4444,	a	consumer	
protection	service	sponsored	by	ElderWatch	and	the	
state	attorney	general’s	office.	
	
Hackable	hearing	aids?	
A	growing	number	of	hearing	aids	are	connected	
through	Bluetooth	technology	with	phones	and	
computers.	That	means	they	are	potentially	
susceptible	to	hacking.	The	Food	and	Drug	

Administration	(FDA)	monitors	medical	devices	and	
can	withhold	approval	of	those	that	do	not	meet	its		
cybersecurity	standards.	So	far,	no	there	have	been	
no	reports	of	hacking	incidents	involving	hearing	
aids.	“It	looks	like	the	FDA	is	doing	a	good	job	of	
keeping	these	secure,”	Jessica	says.		
	
Gone	phishing	
Email	has	become	so	popular	and	convenient	that	it	
is	easy	to	forget	how	vulnerable	our	messages	are	to	
the	electronic	version	of	mail	theft.	We	may	try	to	
limit	our	email	contacts,	but	somehow	those	foreign	
princes	find	our	addresses	and	offer	us	money	in	
exchange	for	our	bank	account	numbers.	Or	our	“best	
friends”	write	to	say	they	are	stranded	in	a	distant	
city	and	would	we	please	wire	them	money?		

This	is	called	hacking:	obtaining	illegal	access	to	
someone’s	email	account	and	using	it	to	defraud	
them	or	someone	else.	It’s	great	to	hear	from	distant	
friends	or	colleagues	or	grandchildren,	but	verify	
before	sending	them	money	or	personal	information.	
[Disclosure:	This	happened	to	me!]	
An	example	of	spam	is	the	offer	mentioned	above,	to	
send	money	from	abroad.	Any	unsolicited	offer	or	
attempt	to	distribute	false	or	objectionable	
information	is	likely	spam.	Examples	include	pyramid	
schemes,	money-making	chain	letters,	credit	card	and	
credit	repair	scams,	bogus	weight-loss	plans,	and	
fraudulent	business	opportunities.	
Phishing	is	a	different	method	of	obtaining	personal	
information	for	fraudulent	purposes.	An	email	that	
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appears	to	come	from	a	legitimate	business,	museum	
or	charity	is	sent	to	a	large	group	of	random	
addresses.	The	sender	then	waits	for	recipients	to	
reply.	With	each	click,	the	sender	gets	the	name	and	
account	information	of	a	person	the	sender	now	
knows	is	real,	and	at	least	somewhat	gullible.	That	
click,	Jessica	notes,	could	be	on	“reply”	or	on	a	link,	or	
even	on	the	“unsubscribe”	option	below	the	email.	
Catching	such	a	“phisher”	can	be	tricky.	In	Jessica’s	
example,	the	Bank	of	America	appears	to	be	the	
sender,	with	its	familiar	logo	topping	the	screen.	But	
the	text	and	links	have	suspicious	characters.	One	
item	we	can	all	learn	to	check	for	is	whether	a	
sender’s	web	address	is	secure.	Does	it	begin	
https//?	Or	just	http//?	The	“s”	denotes	a	secure	site.		
Another	defense	is	to	never	click	on	a	link.	The	long	
line	of	characters	can	easily	include	codes	to	launch	a	
virus.	Sometimes	the	virus	code	is	not	even	visible.	If	
you	want	to	go	there,	retype	the	link	characters	or	
copy	and	paste	them.	On	a	smart	phone,	press	and	
hold	to	highlight	and	copy	the	link.	
The	best	policy,	Jessica	advises,	
is	to	not	even	open	strange	
emails.	Report	them	as	scam,	or	
junk,	as	your	email	provider	
designates.	
	
Unsocial	media	
The	same	precautions	for	
protecting	email	apply	to	social	
media	such	as	Facebook	and	
Twitter.	These	sites	make	it	easy	
to	connect	with	many	people	at	
once,	to	share	photos	and	news,	
and	to	stay	in	touch	with	the	
world	at	large.	However,	it	can	
be	difficult	to	control	what	
happens	after	you	post	
information	on	these	sites.	
Profiles	can	be	hijacked	or	
simulated.	As	with	emails,	avoid	responding	to	
messages	from	strangers	or	unsolicited	offers.		
Remember	that	any	personal	information	you	may	
post	can	potentially	reach	anyone	else.	Therefore,	
think	twice	before	posting.	Do	not	send	money	and	
do	not	click	on	links	automatically.	
Chris,	a	veteran	Facebook	user,	offers	these	
additional	hints:	“When	someone	sends	me	a	
message	posing	as	someone	I	know,	they	usually	
vanish	when	I	ask	them,	‘How	do	we	know	each	
other?	Are	we	family?’	“	

To	head	off	hacking	of	your	account,	he	advises,	“Set	
who	can	see	your	friends	list	in	your	privacy	settings	
to	‘only	me.’	Hackers	create	a	fake	profile	using	your	
picture,	then	start	targeting	people	in	your	friends	
list.	If	they	can’t	see	your	friends	list,	they	have	
nothing	to	work	with.”	
	
Passwords	and	more	
Passwords,	Jessica	notes,	should	be	treated	like	
underpants:	“Change	them	often,	keep	them	private,	
and	never	share	them	with	anyone.”	
With	so	many	websites	demanding	specific	password	
characters,	it	may	be	difficult	to	keep	track	of	the	
many	variations.	Jessica	has	this	suggestion:	
“Research	suggests	using	a	pass-phrase	rather	than	a	
password,	something	easy	for	you	to	remember	but	
hard	for	a	scammer	to	guess.”		
Recently,	many	organizations	have	begun	following	
the	custom	of	high-security	institutions	and	requiring	
a	second	form	of	authentication	for	access.	After	
submitting	a	user	name	and	password,	the	user	may	
be	required	to	answer	a	question	such	as	“Where	was	
your	father	born?”	or	to	wait	for	a	unique	code	to	be	

sent	to	a	different	device,	
such	as	a	smart	phone.		
Even	with	good	
password	protection,	do	
not	trust	Wi-Fi	networks	
in	public	places	like	
coffee	shops,	Jessica	
warns.	“You	just	don’t	
know	who	else	is	out	
there,”	she	says.	Make	a	
practice	of	double	
checking	the	name	of	a	
public	network	before	
joining,	and	never	use	it	
for	banking	or	any	
financial	transactions.	
Howard	Haile,	who	is	
chief	information	
security	officer	at	SCL	

Health	in	Denver,	advises	hospitals	in	efforts	to	
protect	patient	information,	and	he	recommends	
restricting	access	to	workstations	and	devices.	While	
protecting	office	equipment	from	unauthorized	
employees	is	important	for	data	security,	it	makes	
sense	to	apply	the	principle	to	private	use	as	well:	
Leaving	phones	around	and	computers	on	in	a	busy	
household	could	be	inviting	loss	of	privacy.		

—Paula	DeJohn	
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Hearing research sparks 
Bell’s historic invention 

Advances	in	communication	technology	
literally	owe	their	origins	to	people	with	
hearing	loss.	In	1876	Alexander	Graham	Bell	
received	his	history-making	patent	for	the	
telephone,	which	he	developed	in	the	course	
of	research	on	electronic	hearing	devices	for	
the	deaf.	He	also	designed	the	audiometer,	
which	is	used	to	test	hearing.	In	his	early	
career,	Bell	tutored	deaf	students	and	taught	
speech	therapy	to	instructors	at	several	
schools	for	hearing-impaired	students.	His	
own	mother	and	wife	were	deaf.		
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Meeting programs 
Denver	Chapter	member	Wynne	Whyman	will	speak	
at	the	November	17	meeting	about	her	experience	at	
the	2018	national	HLAA	convention	in	Minneapolis.	
The	next	convention	will	be	June	20-23,	2019,	in	
Rochester,	NY.		
There	will	not	be	a	formal	meeting	in	December.	On	
December	8	there	will	be	a	holiday	party	for	chapter	
members	and	guests	from	noon	to	2	p.m.	at	Green	
Mountain	United	Methodist	Church,	12755	W	Cedar	
Drive,	Lakewood,	CO	80228.	There	is	no	charge	to	
attend,	and	food	will	be	provided	by	the	Texas	
Roadhouse.	
	

Upcoming events 
For	more	information	about	these	events,	check	the	
website	www.hearinglosscolorado.org.		
Saturday,	November	10	
Grand	Junction	Tinnitus	Support	Group	1	p.m.-2	p.m.	
Colorado	Springs	Chapter	meeting	1	p.m.-3	p.m.	
Saturday,	November	17	
Denver	Chapter	meeting	1	p.m.-3	p.m.	
Thursday,	December	6	
CCDHHDB	commission	meeting	and	community	
forum	4	p.m.-7	p.m.	
Saturday,	December	8	
Denver	Chapter	holiday	party	Noon-2	p.m.		
Grand	Junction	Tinnitus	Support	Group	1	p.m.-2	p.m.	
 
Turn it down! 
Loud	music	isn’t	just	annoying;	it	often	leads	to	
hearing	loss.	HLAA	estimates	that	12.5	percent	of	
young	people	aged	6	to	19	have	hearing	loss	due	to	
loud	music,	and	the	condition	is	especially	common	
for	those	who	use	earbuds	at	high	volumes.	HLAA	

also	found	that	20%	of	American	teenagers	have	
some	hearing	loss	from	various	causes.		
In	other	statistics,	48	million	Americans	have	hearing	
loss,	and	two	to	three	out	of	every	1,000	babies	born	
in	the	U.S.	has	detectable	hearing	loss.	
	
Yearly dues 
Treasurer	Miki	Seeley	is	now	accepting	membership	
dues	for	2019.	Dues	are	$15	for	the	year	and	cover	
meeting	rooms	and	speakers	as	well	as	lunch	every	
month.	Bring	a	check	to	the	November	17	meeting	or	
contact	Miki	at	seeley60@aol.com.	
	
Newsletter deadlines 
The	Denver	Chapter	News	is	published	online	on	or	
about	the	first	of	every	month.	To	submit	a	news	
item,	contact	the	editor	at	paula.dejohn@yahoo.com.	
The	deadline	for	each	issue	is	the	day	of	the	previous	
month’s	meeting.	
	

	

In other news… 
Chapter	
secretary	
Marilyn	
Weinhouse	
unveils	the	new	
chapter	
business	card,	
for	handing	out	
to	prospective	
members.	


